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ARTICLE INFO ABSTRACT

Keywords: Email is a pervasive form of communication in both personal and professional settings. The extent to which a

PhiSh.i“g ) human user can accurately detect phishing emails impacts the amount of risk they are exposed to. Previous

Ea;k Interruptions research has unfortunately shown that people often fall victim to phishing attacks, both in controlled laboratory
ybersecurity

and naturalistic settings, even if they have received phishing awareness training. While the impact of numerous
participant, email, and task characteristics on phishing email classification performance have been assessed, the
impact of various environmental factors must be considered as well. Interruptions are a widespread occurrence in
daily life and have been shown to negatively impact performance on many tasks. The present studies aim to
explore the effect of task interruptions on phishing email classification. Participants performed a classification
task where they categorized emails as either phishing or legitimate. Participants in both experiments were oc-
casionally interrupted with either a secondary task to complete (Experiments 1 & 2) or a blank box (Experiment
2). Results of both experiments indicated higher phishing classification accuracy on interrupted trials and an
increase in response time, roughly equal to the amount of time the email was shown prior to the interruption,
regardless of the type of interruption. Participants also showed an unbiased response and were more sensitive to
the task when interrupted. Our findings suggest that being interrupted during this phishing classification task
may improve performance in this limited capacity, though this benefit may not be due to the interruptions
directly.

Phishing emails

1. Introduction

Days often begin with a cup of coffee and checking email, as email is
an essential part of everyday life, both professionally and personally.
Email is constant, invasive, and frequently engaged with while
completing other activities. During the workday, people may check their
email up to 77 times on average, spending up to 1.5 h reading and
replying to emails (Mark et al., 2016). Approximately half of workers in
the United States check their personal email every few hours during
work hours, as well as their work email every few hours outside of
business hours (Ceci, 2022). Checking email often requires dedicated
time to complete, yet sitting down and having 20 min to read and reply
to emails sounds like a luxury for many, as there are often numerous
interruptions that occur during these times. When interrupted during a
task, it often takes more time to complete that task and more errors are
committed (Bailey and Konstan, 2006). When reading email, clicking on
a malicious link or replying with personal information can compromise
personal security. As interruptions are disruptive to many tasks, it is
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reasonable to assume that they would disrupt the task of email classi-
fication as well. Thus, when not focused solely on reading emails due to
being interrupted, the chance of experiencing undesirable outcomes
would likely increase. In many cases, reading email is not a task that
exists in a vacuum, and therefore it should not be studied in one. Situ-
ational factors, such as interruptions, can have increasingly negative
effects on many tasks, and thus must be considered when examining
phishing email classification.

1.1. Phishing emails

With an estimated 4.03 billion email users worldwide, approxi-
mately 306.4 billion emails were sent and received per day in 2020
(Ceci, 2022). These numbers are expected to continue rising in the next
few years, and the number of phishing emails will likely also rise.
Phishing is an attempt to unlawfully obtain users’ personal information
via email (Drake et al., 2004). Phishing attacks are the most common
form of email account compromise (EAC) attacks and are one of the
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greatest contributors to cybercrime in the United States (Gorham, 2020).
Over 450,000 internet crime complaints, totaling an estimated $3.5
billion in losses from both individuals and corporations, were reported
to the Federal Bureau of Investigation (FBI) in 2020, with $1.7 billion of
these losses directly attributed to EAC attacks (Gorham, 2020).

Phishing emails often mimic reputable companies, seek to create a
plausible premise, contain numerous spelling or grammatical errors,
require an immediate response, collect personal information directly in
the email, and over-emphasize security (Drake et al., 2004). Increasing
cybersecurity awareness and bolstering email protocols are important
steps in reducing the dangers posed by phishing emails, however they
will not eliminate the threat entirely. Using various machine learning
techniques, some email filters can detect and intercept up to 99% of
phishing emails, with limited numbers of legitimate emails being caught
incorrectly (Bergholz et al., 2010; Gangavarapu et al., 2020). This is an
impressive statistic, but it also indicates that a minimum of 1% of
phishing emails still make their way into users’ inboxes. For a user who
receives 1000 emails per week, 10 of those will be phishing. Unless
email filters can reliably detect 100% of phishing emails, the end user
retains some level of responsibility for determining the legitimacy of the
emails in their inbox, making the human factor a critical piece toward
achieving maximal security against email-centered security attacks. The
extent to which a human user can accurately detect phishing emails
impacts the amount of risk they are exposed to. The less reliably
someone can identify phishing emails, the more at risk they are for
falling victim to a phishing attack. Unfortunately, research has shown
that most human end users are not able to reliably determine the
legitimacy of emails with high levels of accuracy.

Analyzing users’ email behavior is generally conducted through
online surveys, naturalistic studies, or laboratory experiments. Surveys
ask users to self-report previous phishing experience and aim to identify
potential factors for phishing vulnerability (Grimes et al., 2007; Sheng
et al., 2010). Both naturalistic and laboratory studies of phishing utilize
simulated phishing emails, where these emails are either manipulated
by the experimenters or are taken from a set of previously identified
phishing emails. Naturalistic studies frequently send fake phishing
emails to users’ personal, school, or business email accounts and sub-
sequently collect data on any interactions with those emails (Oliveira
et al., 2017; Vishwanath et al., 2011, 2018). Laboratory experiments
often ask participants to classify emails from a test set and may ask them
to select the action they would then take with that email (e.g., reply,
delete, ignore; Canfield et al. 2016, Nyeste and Mayhorn 2010, Sarno
et al. 2017, 2020). In both naturalistic and laboratory settings, large
percentages of participants often fall victim to the simulated phishing
attacks or fail to correctly classify email as legitimate or illegitimate.
Previous research has shown that up to 47% of participants fail to
identify or misclassify phishing emails, with up to 28% doing so even
after training (Canfield, 2016; Sarno et al., 2020; Sheng, 2010).

While previous phishing research has provided evidence that there
are combinations of participant (Grimes et al., 2007; Hong et al., 2013;
Kumaraguru et al., 2007; Li et al., 2020; Mayhorn and Nyeste, 2012;
Olivera et al., 2017; Sarno et al., 2017, 2020; Sheng et al., 2010), email
(Drake et al., 2004; Patel et al., 2019; Williams et al., 2019), and task
characteristics (Sarno et al., 2017, 2020, 2022) that may impact
phishing susceptibility, factors associated with the external environment
have been less of a focal point. Even in laboratory settings where con-
trolling the external environment to minimize task-irrelevant distrac-
tions is relatively easy, people are unable to reliably classify emails as
phishing. This implies that other factors may affect phishing email
identification. In the real world, people check email in a variety of en-
vironments that may influence their current level of susceptibility to
phishing emails.

The process of detecting phishing emails is a difficult, but important
undertaking; people are tasked with determining the legitimacy of the
content in front of them, with potentially severe consequences if not
performed correctly. Since the goal of a phishing attack is to obtain
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personal information, the consequences are similar to identity theft,
including financial, physical, and emotional distress. While most in-
dividuals suffer minor financial loss (less than $100), some experience
losses greater than $20,000 (ITRC, 2021; Li et al., 2019). Physically,
people may have trouble sleeping, experience headaches, upset stom-
ach, fatigue, or high blood pressure (Golladay and Holtfreter, 2017).
Many people feel worried, anxious, depressed, vulnerable, and violated,
among other things, after being victims of identity theft (Golladay and
Holtfreter, 2017). While most identity theft cases can be resolved in
about a month, some take more than a year to settle (ITRC, 2021).
Falling victim to a phishing attack and experiencing identity theft can be
life altering events, so it is important to understand how to identify
phishing emails and protect oneself from potential attacks.

Considering participants are unable to consistently detect phishing
emails, missing up to 47% of phishing emails in test sets even in a
controlled laboratory environment, it is relevant to consider the role that
the external environment may play in the completion of this task. One
aspect of the external environment that has been shown to greatly
impact performance in numerous contexts and tasks is interruptions. As
interruptions are widespread threats to productivity, it is important to
determine the impact that interruptions have on one’s ability to
correctly, and reliably, detect phishing emails.

1.2. Task interruptions

Interruptions are an unavoidable consequence of working in the
presence of other individuals and copious amounts of technology. The
increase in technology has multiplied the ways in which, and the ease by
which, people can be interrupted. In modern western society, most
people can be reached with relative ease via cell phone (calling or
texting), smartwatch, office phone, email, instant message, or video
conference. Eighty-five percent of Americans owned a smartphone as of
2021, with about a third of individuals reporting being online and
reachable almost constantly (Pew Research Center, 2021). The average
office worker is now interrupted three to 10 times per day, with some
individuals experiencing upwards of 20 interruptions (Leroy and
Glomb, 2018). An interruption occurs when we divert our attention
toward something distracting and usually unanticipated, often at the
expense of our productivity on the original task (Couffe and Michael,
2017). Though the interruption literature spans numerous disciplines (e.
g., human-computer interaction, information technology, healthcare), it
lacks a unified definition (see Puranik et al. 2020 for review). An
interruption can be most broadly defined as an unexpected intrusion
that requires the suspension of a task’s execution, with or without the
suspension of attentional focus (Puranik et al., 2020). Interruptions
often also include the intention of returning to the original task (Alt-
mann and Trafton, 2002; Boehm-Davis and Remington, 2009; Couffe
and Michael, 2017).

Interruptions come in many forms and can be disruptive to ongoing
tasks. The effect of interruptions on task performance can be quantified
broadly in terms of time costs and error rates. Interruptions seem to
reliably increase resumption time and/or total time on task (Bailey and
Konstan, 2006; Hodgetts and Jones, 2006), however accuracy is less
reliably affected. Sometimes it is impaired, as evidenced by an increase
in error rates (Altmann et al., 2014; Foroughi et al., 2015), and other
times it is not (Williams and Drew, 2017). People who are interrupted
during a task may fail to return to the original task in a timely manner, or
may neglect the original task altogether if not prompted to continue
(O’Conaill and Frolich, 1995). Individuals may also require up to 27%
more time to complete the main task when interrupted (Bailey and
Konstan, 2006). Not all interruptions affect performance equally, how-
ever; more frequent interruptions and those unrelated to the main task
result in decreased decision accuracy and increased decision time on the
main task (Speier et al., 1999). Additionally, the extent to which an
interruption visually occludes the main task impacts resumption ability.
The visibility of the main task during an interruption is associated with
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faster and more accurate recovery (Igbal and Horvitz, 2007; Ratwani
and Trafton, 2008; Ratwani et al., 2007), while interruptions that fully
occlude the main task have shown to be more disruptive than those that
only partially occlude the main task (Ratwani et al., 2007). On a cell
phone, a banner text message notification is representative of a partial
occlusion, while a full-screen phone call notification is typical of a fully
occlusive interruption. Over time, individuals can adapt to particularly
disruptive interruptions, however. While providing a warning prior to
an interruption (e.g., a phone ringing) often allows for faster resumption
of the main task than when no warning is present (e.g., a popup that
suddenly occludes the entire display), individuals will begin to resume
the main task faster after numerous interruptions without warning,
indicating adaptation to the interruption (Trafton et al., 2003).

1.2.1. Memory for goals

Altmann and Trafton’s (2002) memory for goals theory can be used
to explain why interruptions are disruptive by contextualizing the ef-
fects of interruptions in terms of memory activation and associative
priming. Essentially, a primary task goal is activated, but when an
interruption is present, the interrupting task goal overwrites the primary
task goal. This causes the primary task goal to be suspended and begin to
decay. The longer an interruption is, the more the primary task goal
decays, thereby increasing the time it takes to recall and return to the
primary task. After an interruption disappears, the original task goal
must be reactivated prior to resumption. This reactivation process cau-
ses the primary task goal to overwrite the interrupting task goal (Alt-
mann and Trafton, 2002). Without this reactivation however, the
original task will not be resumed.

1.3. The present studies

In laboratory settings where interruptions and distractions can be
reduced to near-zero, people still struggle to reliably identify phishing
emails. Outside laboratory settings, individuals have demonstrated to be
no better at correctly classifying emails as phishing. In the real world,
interruptions and distractions occur frequently, potentially contributing
to poor task performance. While previous literature on phishing classi-
fication considers numerous factors that influence performance, the
impact of environmental characteristics, such as interruptions, is over-
looked. To successfully advance the research on phishing classification,
these environmental factors must be considered.

While interruptions have often been studied in the context of
sequential computer tasks with which participants have limited or no
prior experience, Williams and Drew (2017) assessed the impact of in-
terruptions on diagnostic radiology, a less systematic task where par-
ticipants were quite familiar with the requirements. In this study, they
found a cost of interruptions on time, but no accuracy decrement. This
was attributed to impaired memory for previously searched regions of
images, as evidenced by refixations (Williams and Drew, 2017). Addi-
tionally, Foroughi and colleagues (2015) evaluated the effect of in-
terruptions on reading comprehension ability and found that
interruptions significantly disrupted comprehension, particularly when
information must be connected and synthesized across a passage. This
effect can be mitigated however, by allowing for uninterrupted pro-
cessing of information prior to an interruption.

In the current studies, we therefore aim to examine the impact of task
interruptions on phishing email classification. Overall, we expect that
interruptions will lead to a decrease in classification accuracy and an
increase in classification time. The decrease in accuracy is expected
since email classification is a reading task that requires the synthesis of
information (Foroughi et al., 2015). Classifying emails is a task that
participants have had previous experience with, thus the increase in
classification time is expected, as even practiced tasks show a time cost
of interruptions (Williams and Drew, 2017). Experiment 1 explored the
overarching effect of interruptions on phishing email classification
performance and Experiment 2 investigated the effect of interruption
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complexity.
2. Experiment 1

The goal of Experiment 1 was to determine the effects of task-
irrelevant interruptions on email classification performance. In-
terruptions unrelated to the main task have been shown to decrease
decision accuracy and increase decision time on the main task (Speier
et al,, 1999). Mathematical operations have been reliably used as
interrupting tasks in previous research (Gillie and Broadbent, 1989;
Hodgetts and Jones, 2006), and in this case were dissimilar to the main
email task. As interruptions seem to reliably engender a time cost, even
on practiced tasks (Williams and Drew, 2017), an increase in classifi-
cation time is expected on trials where participants are interrupted. As
the email is immediately reintroduced after completion of the inter-
ruption, the primary task goal should be reactivated and the main
classification task should be resumed (Altmann and Trafton, 2002).
Without location-specific priming however, participants may not
remember where they stopped reading prior to the interruption and
therefore may fail to pick up where they left off. Thus, it is expected that
participants will take longer to classify an email when they are
interrupted.

Previous research on email classification showed that participants
took approximately 10 s to determine the legitimacy of an email (Sarno
etal., 2020, 2022). Oulasvirta and Saariluoma (2006) found that people
can resume a task with little disruption after an interruption when there
is enough time to encode the information prior to being interrupted. By
interrupting participants much sooner than 10 s, it is likely that they will
not have had time to encode all the information in any given email.
Additionally, the information presented in each email is required to be
synthesized and connected prior to forming a judgment about that
email, so the presence of an early-onset interruption should disrupt this
process, therefore decreasing classification accuracy on interrupted tri-
als (Foroughi et al., 2015).

2.1. Method

2.1.1. Participants

A total of 169 participants from the University of Central Florida
completed this study online in exchange for partial course credit. The
popup interruptions were the main task manipulation; participants who
did not view more than 50% of the interruptions were excluded from
analyses. If participants viewed more than 50% of the total number of
interruptions, individual trials on which participants failed to view an
interruption were excluded from analyses. Eighteen participants were
excluded from the analyses; 15 participants were excluded for failing to
view more than half of the interruptions and three were excluded for
having average response times more than three standard deviations
from the group’s mean. The final sample consisted of 151 participants
(58.3% female, Mg, = 19.4 years). All participants self-reported normal
or corrected-to-normal vision and normal color vision. This research was
approved by the Institutional Review Board at the University of Central
Florida.

2.1.2. Study design

The experiment consisted of a 2 (email type) x 2 (interruption
presence) within-subjects design. Email type consisted of phishing and
legitimate emails, and interruption presence was identified as either
present or absent. On each trial, participants classified an email as
legitimate or not legitimate; 50% of trials contained phishing emails and
50% contained legitimate emails. On 20% of the trials, participants were
interrupted 3 s after trial onset. Half of the interruptions occurred on
phishing email trials and half occurred on legitimate email trials. The
interruption occluded the email message almost entirely to ensure that it
would not go unnoticed and to ensure that the main task could not be
continued while the interruption was present on-screen (Adamczyk and
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Bailey, 2004; Igbal and Horvitz, 2007; Ratwani and Trafton, 2008). The
interruption required participants to respond to a math equation
(Fig. 1b). All equations consisted of two-digit addition, using numbers
between 10 and 19, with no carrying required (e.g., 16 + 12). Inter-
rupted trials were evenly distributed between phishing and legitimate
emails. Participants completed 100 trials distributed across five exper-
imental blocks. All conditions were randomized within blocks. No
practice trials were given.

2.1.3. Stimuli and procedure

This experiment was conducted online via PsychoPy’s Pavlovia
platform (Pierce et al., 2019). Participants completed the experiment on
their personal computer (i.e., a desktop or laptop), at a time, and in a
location of their choosing. The experimental task consisted of 100 real
emails, previously used by Sarno and colleagues (2020, 2022). Emails in
this set were obtained from the researchers’ inboxes or web searches,
with phishing and legitimate emails matched in content (e.g., a phishing
email from Amazon and a legitimate email from Amazon). Use of this
email set allowed for better control over the similarity of phishing and
legitimate emails. Thus, any differences between the two could be better
attributed to possible phishing cues and not extraneous information.
Phishing emails contained at least one of the cues identified by Drake
and colleagues (2004): mimicking reputable companies, plausibility of
premise, numerous grammatical or spelling errors, requiring an imme-
diate response, collecting personal information directly in the email, and
overemphasizing security. Other cues may have been present in phish-
ing emails as well, such as incorrect company logos, however partici-
pants were not informed of any phishing cues to look for either before or
during the experiment. Emails were overlayed on a Gmail interface
(Fig. 1a). The email set was representative of a typical inbox, including
emails with banking information, social media, personal correspon-
dence, and advertisements (see Sarno et al. 2020 for more details).On
interrupted trials, participants were required to answer the math ques-
tion by typing their response. Interruptions were self-paced, and sub-
mission of an answer closed the interruption window and returned the
participant to the email display. Participants were unable to respond to
the email while the interruption was on-screen. Participants viewed
each email for as long as they liked, but if they responded to the email
task within three seconds on an interruption trial, the interruption did
not appear, and they simply continued to the next trial after responding
to the email.

Participants provided informed consent before viewing any study-
related material. A brief demographics questionnaire was completed
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prior to the experimental task. For each email, participants were
instructed to provide a keyboard response indicating whether the email
was phishing or legitimate. Participants were instructed to respond to
the emails quickly, while maintaining accuracy. No feedback was pro-
vided after any response.

2.2. Results

To compare task performance across email types and interruption
presence, two-way repeated measures analyses of variance (ANOVA;
email type: phishing vs. legitimate; interruption presence: present vs.
absent) were conducted to assess email classification accuracy and
response time. Signal detection measures were also derived across
interruption presence.

2.2.1. Manipulation check

The interrupting math task was the main task manipulation in this
experiment, so it was important to know whether participants actively
engaged with the popup interruptions. Overall, participants responded
correctly to 98.3% of the interruptions (SD = 0.03), and the in-
terruptions lasted 4.47 s on average (SD = 1.81). Results of repeated
measures ANOVAs indicated that interruption response accuracy, which
was high, did not differ between phishing (M = 0.98, SD = 0.05) and
legitimate emails (M = 0.99, SD = 0.04; F(1, 150) = 3.03, p = 0.084, r]g
=.02). Interruption response time also did not differ between phishing
(M = 4.61, SD = 1.67) and legitimate emails (M = 4.34, SD = 2.48; F(1,
150) = 2.31, p = 0.131, qg = .02). This confirms that participants
actively engaged with the interrupting math task during the email
classification task, and there was no evidence that email characteristics
(i.e. type of email) impacted the completion of the interrupting task.

2.2.2. Accuracy

To determine the effect of email type and interruption presence on
email classification accuracy, a two-way repeated measures ANOVA was
conducted (see Fig. 2). The analysis indicated a main effect of email type
(F(1, 150) = 13.09, p < .001, ng = 0.08), such that accuracy was
approximately 8% lower for phishing emails than for legitimate emails.
There was also a main effect of interruption presence on email classifi-
cation accuracy (F(1, 150) = 4.11, p = 0.044, nf, = 0.03), such that
interrupted trials had 2% higher accuracy than non-interrupted trials. A
significant interaction between email type and interruption presence
was also noted (F(1, 150) = 7.70, p = 0.006, ng = 0.05). Bonferroni
adjusted post hoc comparisons indicated that phishing accuracy
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Fig. 1. Sample email view (a) without and (b) with an overlayed interruption.
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Fig. 2. Mean accuracy by (a) email type and (b) interruption presence. Mean response time by (c) email type and (d) interruption presence. Error bars indicate one
standard error of the mean using the Cousineau-Morey correction method (Morey, 2008).

increased on interrupted trials (p = 0.001), but legitimate accuracy did
not change based on interruption presence (p = 0.415).

2.2.3. Response time

To determine the effect of email type and interruption presence on
email classification response time (correct trials only), a two-way
repeated measures ANOVA was conducted (see Fig. 2). Response time
for interruption present trials includes the 3 s of email viewing prior to
the interruption appearing and the amount of time the email was viewed
after the interruption ended; the time the interruption was on the screen
is not included in response time.

The analysis indicated a significant effect of email type on response
time (F(1, 149) = 4.41, p = 0.037, ng = .03); participants took longer
(1.33 s) to respond to phishing emails than legitimate emails. Response
time was also impacted by interruption presence (F(1, 149) = 16.00, p <
.001, ng = 0.10), such that participants took 2.06 s longer to respond on
trials where they were interrupted. There was no significant interaction
between email type and interruption presence for response time (F(1,
149) = 0.01, p = 0.921, n% = 0.00007), indicating that interruption
presence did not differentially impact response time on phishing and
legitimate emails.

2.2.4. Signal detection

Signal detection measures of response bias () and sensitivity (d’)
were analyzed to elaborate on the impact of interruptions on email
classification and quantify any differences in participants’ inherent
response tendencies due to the presence of interruptions (Green and
Swets, 1966,/1988). For this experiment, a hit was defined as a partici-
pant correctly identifying a phishing email; a false alarm was incorrectly
identifying a legitimate email as phishing. As it relates to this experi-
ment, response bias scores above 1 were considered more conservative
in classifying an email as phishing, while scores below 1 were consid-
ered more liberal in classifying an email as phishing (Green and Swets,
1966/1988). One-way repeated measures ANOVAs were conducted to
determine if there were any interruption-related differences in these
measures.

There was a significant difference in response bias between inter-
rupted and non-interrupted trials (F(1, 150) = 7.76, p = 0.006, ng =
0.05; see Fig. 3). On non-interrupted trials, a one-sample t-test indicated
that participants were more conservative in their judgements, and
therefore less likely to indicate that an email was phishing (¢(150) =
3.41, p < 0.001, d = 0.28). On interrupted trials however, a one-sample
t-test indicated that participants’ scores were not significantly different
from 1, indicating unbiased responding (£(150) = 1.69, p = 0.092, d =
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Fig. 3. Mean (a) response bias and (b) sensitivity measures by interruption presence. Error bars indicate one standard error of the mean using the Cousineau-Morey

correction method (Morey, 2005).

0.14). Sensitivity (d’) was also significantly different between trial types
(F(1, 150) = 19.35, p < 0.001, ng = 0.11); participants were more
sensitive toward distinguishing differences between phishing and
legitimate emails on interrupted trials.

2.3. Experiment 1 summary

The results of Experiment 1 indicate a benefit of interruptions on
phishing classification accuracy, but a cost of interruptions on response
times. Participants had higher classification accuracy on legitimate
emails and on interrupted trials. Interruptions served to increase accu-
racy on phishing emails however, while providing no benefit for legiti-
mate emails. Interrupted trials took approximately 2 s longer than non-
interrupted trials. While participants were more conservative in their
judgments and therefore less likely to indicate any given email was
phishing on non-interrupted trials, they were statistically unbiased on
interrupted trials. This was coupled with an increase in sensitivity; when
interrupted, participants were better able to distinguish between
phishing and legitimate emails. The increase in phishing classification
accuracy on interrupted trials, with no change in accuracy for legitimate
emails, may be explained by the increase in sensitivity and the shift to
unbiased responding. Participants may have become more suspicious of
the emails on interrupted trials, thus creating a shift in expectation,
followed by a more liberal response to classify an interrupted email as
phishing.

3. Experiment 2

Experiment 1 revealed that interacting with an interruption during
an email classification task improved phishing email classification ac-
curacy. This increase in accuracy was coupled with an increase in
response time when interrupted. Somewhat surprisingly, these results
indicate that responding to an interruption during an email classifica-
tion task serves to improve classification performance on the task, but at
the expense of time spent on the task. How might this pattern of data be
contextualized within the broader perspective of email classification?
The increase in response time on interrupted trials in Experiment 1 was
similar to the amount of time that participants viewed the email prior to
being interrupted (3 s). It is possible that any judgments formed about
the emails prior to the interruption were overwritten during the inter-
ruption period, causing participants to essentially reread the email from

the beginning after the interruption ended; participants may have read
each email, or at least portions of them, twice on interrupted trials
before making a decision about legitimacy. This behavior serves to
reactivate the primary task goal after the interruption (Altmann and
Trafton, 2002). If the type or difficulty of the interruption differentially
impacts the amount of decay of the primary task goal, and thus the need
to restart the primary task, utilizing interrupting tasks of varying
complexity should produce different results (Altmann and Trafton,
2002). Therefore, Experiment 2 focuses on evaluating the effect of
interruption complexity on phishing email classification. Specifically,
participants viewed either active (i.e., popups they had to interact with)
or passive (i.e., popups they did not have to interact with) interruptions.

The presence of the interrupting math task in Experiment 1 required
participants to abandon the email task and complete a different task,
likely resulting in the decay of the primary (email) task goal during the
interruption period (Altmann and Trafton, 2002). Presenting an inter-
ruption period without an additional task would not create a second task
goal, allowing the primary task goal to remain active during the inter-
ruption period and decay more slowly, based on the length of the
interruption period (Altmann and Trafton, 2002). This assumption that
the primary task goal remains active during a blank interruption period
means that participants should better remember where they left off on
the email task prior to the interruption and therefore should resume the
task more quickly and closer in proximity to where they left off.
Furthermore, participants may use the passive interruption time to
synthesize the information obtained from the email, allowing for a faster
judgment of legitimacy. If the above are true, then participants viewing
the passive interruption may not need to start the main task over after
being interrupted. Thus, they should have shorter response times on
interrupted trials than those viewing the active interruption. Addition-
ally, by maintaining more of the primary task goal in memory during the
interruption, participants viewing the passive interruption should have
lower accuracy than those viewing the active interruption. This is
because they will be better able to resume where they left off on each
email, but may use their somewhat degraded memory of the primary
task goal, instead of reactivating that goal by rereading the email.

3.1. Method

3.1.1. Participants
A total of 381 participants from the University of Central Florida
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completed this study online in exchange for partial course credit. The
popup interruptions were the main task manipulation, so participants
who did not view more than half of the interruptions were excluded
from analyses. If participants viewed more than half of the total number
of interruptions, individual trials on which participants failed to view an
interruption were excluded from analyses. Sixty-five participants were
excluded from analyses for various reasons; 62 participants were
excluded for failing to view more than half of the interruptions and four
were excluded for having average response times more than three
standard deviations from the group’s mean. The final sample consisted
of 316 participants (58.2% female, Mgg = 20.1 years). Participants were
randomly assigned into active (N = 159) and passive (N = 157) inter-
ruption conditions. All participants self-reported normal or corrected-to-
normal vision and normal color vision.

3.1.2. Study design

The experiment consisted of a 2 (interruption type) x 2 (email type) x
2 (interruption presence) mixed design with email type and interruption
presence as within-subject factors and interruption type as a between-
subject factor. Email type consisted of phishing and legitimate emails,
and interruption presence was identified as either present or absent. All
other aspects of this experiment were identical to Experiment 1, with the
following exception below.

3.1.3. Stimuli and procedure

To assess the impact of different types of interruptions on perfor-
mance, participants were divided into two interruption types: active
interruptions and passive interruptions. Those in the active interruption
condition viewed interruptions identical to those in Experiment 1
(Fig. 4a). Those in the passive interruption condition viewed a blank
interruption box (Fig. 4b) with no arithmetic task. The active interrup-
tion continued to be self-paced, while the passive interruption remained
visible for 4.5 s and then disappeared without participant input. The
length of time that the passive interruption remained visible was based
on the average time taken to respond to the interruption in Experiment
1.

3.2. Results

3.2.1. Manipulation check

The interrupting math task was again the main task manipulation in
this experiment, so it was important to know whether participants
actively engaged with the popup interruptions. Overall, participants in
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the active interruption condition responded correctly to 97.5% of in-
terruptions (SD = 0.07) and the interruptions lasted 4.22 s on average
(SD = 1.69). Results of repeated measures ANOVAs indicated that
interruption response accuracy did not differ between phishing (M =
0.97, SD = 0.08) and legitimate emails (M = 0.98, SD = 0.07; F(1, 158)
= 0.08, p = 0.772, ng = 0.0005). Interruption response time did
significantly differ between phishing (M = 4.39, SD = 1.72) and legiti-
mate emails, however (M = 4.05, SD = 2.00; F(1, 158) = 7.00, p = 0.009,
ng = 0.04). Participants in the active interruption condition took longer
to respond to the interruption on phishing trials. The average 4.22 s that
participants in the active condition viewed the interruptions was
significantly shorter than the controlled 4.5 s that participants in the
passive condition viewed the interruptions (t(158) = -2.09, p = 0.038, d
= -0.17). Despite this small difference in interruption time, no differ-
ences between groups in email classification accuracy or response time
were observed, as outlined below.

3.2.2. Accuracy

To determine the effect of interruption type, email type, and inter-
ruption presence on email classification accuracy, a mixed ANOVA was
conducted (see Fig. 5a and b). All post hoc comparisons utilized a
Bonferroni correction. The analysis indicated no significant difference
between the active and passive conditions on email classification accu-
racy (F(1, 314) = 0.06, p = 0.807, 1]1% = 0.0002), such that participants
viewing both interruption types achieved similar levels of overall ac-
curacy (active: M = 0.706, SD = 0.09; passive: M = 0.709, SD = 0.08).
There was no overall main effect of email type (F(1, 314) = 1.92,p =
0.167, '112> = 0.01) or interruption presence (F(1, 314) = 3.70, p = 0.055,
ng = 0.01); classification accuracy was similar for phishing and legiti-
mate emails, as well as for interrupted and non-interrupted trials
(~71%). There was a significant interaction between email type and
interruption presence, however (F(1, 314) = 14.22, p < 0.001, Th% =
0.04). Classification accuracy on phishing emails was higher on inter-
rupted trials than on non-interrupted trials (p < 0.001), but accuracy on
legitimate emails did not change (p = 0.099). There was no significant
interaction between interruption presence and interruption type (F(1,
314) = 0.01, p = 0.916, ng = 0.00004). Classification accuracy was
comparable on interrupted trials for those in the active (M = 0.715, SD
= 0.12) and passive conditions (M = 0.718, SD = 0.12). A significant
interaction was found between email type and interruption type, how-
ever (F(1,314) =13.13,p < 0.001, ng = 0.04). Participants in the active
interruption condition had higher accuracy on legitimate emails
compared to phishing emails (p < 0.001), while participants in the
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Fig. 4. Sample email view of (a) active and (b) passive interruptions.
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Fig. 5. Mean accuracy per interruption type by (a) email type and (b) interruption presence. Mean response time by (c) email type and (d) interruption presence.

Error bars indicate one standard error of the mean.

passive interruption condition showed no difference in accuracy on
phishing and legitimate emails (p = 0.116). This can be further
explained by the significant three-way interaction between email type,
interruption presence, and interruption type (F(1, 314) = 20.10, p <
0.001, ﬂ% = 0.06). Participants in the active condition had higher ac-
curacy on legitimate emails regardless of interruption presence (pypin-
terrupted < 0.001; Pingerrypred = 0.003), while participants in the passive
condition had higher accuracy on phishing emails, but only when
interrupted (Puninterrupted = 0.099; Pinterrupted < 0.001).

3.2.3. Response time

To determine the effect of interruption type, email type, and inter-
ruption presence on email classification response time, a mixed ANOVA
was conducted (see Fig. 5c and d). Response time was analyzed for
correct trials only. Response time for interruption present trials includes
the 3 s of email viewing prior to the interruption appearing and the
amount of time the email was viewed after the interruption disappeared;
the time the interruption was on the screen is not included in response
time.

The analysis indicated no significant difference between the active
and passive interruption types on email classification response time (F
(1, 308) = 0.19, p = 0.667, ng = 0.0006), such that response times for

participants viewing both interruption types were similar (active: M =
11.58, SD = 7.29; passive: M = 11.81, SD = 6.72). There was no main
effect of email type on response time (F(1, 308) = 3.80, p = 0.052, ng =
0.01); participants took the same amount of time to respond to phishing
and legitimate emails (12.59 s on average). There was a significant main
effect of interruption presence on response time, however (F(1, 308) =
54.91,p < 0.001, ng = 0.15), such that participants took 2.22 s longer on
average to classify an email when they were interrupted. There was no
significant interaction between interruption presence and interruption
type (F(1, 308) = 0.71, p = 0.400, ng = 0.002). Response time was
similar on interrupted trials for those in the active (M = 13.31, SD =
8.11) and passive conditions (M = 13.27, SD = 9.45). A significant
interaction between email type and interruption type was noted, how-
ever (F(1, 308) = 4.50, p = 0.035, ng = 0.01). Bonferroni corrected post
hoc tests revealed participants in the active condition took the same
amount of time to classify phishing and legitimate emails (p = 0.902),
but participants in the passive condition took longer to classify legiti-
mate emails (p = 0.005). No other interactions reached significance (all
Fs < 3.14, all ps > 0.078).

3.2.4. Signal detection
As in Experiment 1, one-way repeated measures ANOVAs were
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conducted to identify any interruption-related differences in measures of
response bias () and sensitivity (d”). A hit corresponds to a participant
correctly identifying a phishing email, and a false alarm corresponds to
incorrectly identifying a legitimate email as phishing. Response bias
scores above 1 are considered more conservative in classifying an email
as phishing, while scores below 1 are considered more liberal in clas-
sifying an email as phishing (Green and Swets, 1966,/1988).

No differences between the active and passive conditions were noted
for either response bias (F(1, 314) = 3.15, p = 0.077, ng = 0.01) or
sensitivity (F(1, 314) = 0.15, p = 0.700, nf, = 0.0005; see Fig. 6). There
was however, a significant difference in response bias between inter-
rupted and non-interrupted trials (F(1, 314) = 14.21, p < 0.001, T]g =
0.04). A one-sample t-test on non-interrupted trials indicated that par-
ticipants were conservative in their judgments, and thus less likely to
indicate that an email was phishing (¢(315) = 5.72, p < 0.001, d = 0.32).
Alternatively, on interrupted trials, a one-sample t-test indicated that
participants’ beta-scores were not significantly different from 1 and
therefore they were unbiased, indicating similar likelihood to classify an
email as phishing or legitimate (¢(315) = 1.02, p = 0.310, d = 0.06).
Sensitivity was also significantly different between trial types (F(1, 314)
= 42.28, p < 0.001, 1];2, = 0.12); participants were better able to distin-
guish between phishing and legitimate emails on interrupted trials.

3.3. Experiment 2 summary

Experiment 2 found no group differences between active and passive
interruptions on phishing classification accuracy or response time,
though the two groups showed different patterns of responses. Partici-
pants in the active interruption condition had higher accuracy on
legitimate emails overall, while participants in the passive interruption
condition had higher accuracy on phishing emails when interrupted. On
average, accuracy on phishing emails improved when participants were
interrupted, but accuracy on legitimate emails did not change, though
this was mainly driven by those in the passive interruption condition. In
the active interruption condition, this improvement was negligible, as
these participants were better at classifying legitimate emails regardless
of interruption presence. In the passive condition however, participants
were significantly better at classifying a phishing email when inter-
rupted, but they were also worse at classifying legitimate emails. An
overall cost of interruptions on response time was noted as well. Inter-
rupted trials took approximately 2.2 s longer than non-interrupted trials
for both groups. Across both conditions, participants were more
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conservative in their judgments and therefore less likely to indicate any
given email was phishing on non-interrupted trials, but they were sta-
tistically unbiased on interrupted trials and therefore similarly likely to
classify an email as phishing or legitimate. This was coupled with an
increase in sensitivity as well. When interrupted, participants were
better able to distinguish between phishing and legitimate emails.

As in Experiment 1, the increase in sensitivity and shift to unbiased
responding on interrupted trials may help explain the observed increase
in phishing classification accuracy when interrupted. It is possible that
participants’ expectations shifted on interrupted trials, such that they
became more suspicious of the emails, thus causing them to respond
more liberally and be more likely to classify an email as phishing. It was
expected that participants in the passive interruption condition would
not have to reread the emails when they were interrupted, as they would
be able to maintain the email in working memory during the interrup-
tion period. This would therefore allow them to resume the main task
faster and closer in proximity to where they left off than those in the
active interruption condition. As there were no overall differences be-
tween the two groups however, it is possible that even those in the
passive condition had to reread the emails when interrupted.

4. General discussion

Correctly and consistently identifying phishing emails is a critical
task, yet it is one that most people are poor at. Previous literature has
shown that individuals often miss 20-30% of phishing emails in
controlled settings (Canfield, 2016; Sarno, 2020; Sheng, 2010). Reading
email and identifying phishing emails are not tasks that often occur in
controlled settings, however. This makes it extremely important to
consider environmental factors that may impact an individual’s ability
to detect phishing emails. The present set of studies investigated the
effects of popup task interruptions on phishing email classification.
While previous research has shown the negative impact of task in-
terruptions on other types of tasks, as well as individuals’ poor overall
ability to detect phishing emails, to our knowledge, this is the first study
to directly assess the impact of interruptions on email classification. By
requiring participants to classify emails under standard uninterrupted
circumstances, as well as various interrupted conditions, the relation-
ship between task interruptions and email classification ability could be
explored.
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Fig. 6. Mean (a) response bias and (b) sensitivity by interruption type and presence. Error bars indicate one standard error of the mean.
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4.1. Theoretical implications

Somewhat surprisingly, the findings from our studies indicated that
participants were better able to classify emails as phishing when they
were interrupted, though this came at the expense of longer response
times. This occurred regardless of the type of interruption that partici-
pants viewed. Interrupted trials took 2.15 s longer on average than non-
interrupted trials in both experiments, which equates to approximately a
20% increase in response time. This aligns with previous research
indicating that interruptions increase response time on the primary task
(Bailey and Konstan, 2006; Hodgetts and Jones, 2006; Williams and
Drew, 2017), with one study noting up to a 27% increase (Bailey and
Konstan, 2006). Overall classification accuracy was maintained on the
primary task when interrupted, but phishing classification accuracy
improved. Similar to Williams and Drew’s (2017) finding that accuracy
was maintained on a task that participants have had previous experience
with, classifying an email as legitimate or phishing is a task that par-
ticipants have likely had practice with, and therefore their ability to
maintain accuracy when interrupted is less surprising. This maintenance
is further explained by a shift in participants’ response biases from
conservative to unbiased when interrupted, coupled with an increase in
sensitivity. Though overall accuracy on the task did not change when
interrupted, more emails were correctly identified as phishing.

Adopting a working memory perspective of interruptions may pro-
vide some basis within which to contextualize the results observed in the
present studies. Successfully managing interruptions while performing a
task is a form of task switching. Representations of the main task must be
stored in working memory to successfully return to it after engaging
with an interruption, however these goal memories decay over time
(Altmann and Trafton, 2002). Thus, an overwritten task goal requires
more time to recall and resume (Salvucci et al., 2009). In the present
experiments, it is assumed that participants maintained a representation
of the email in working memory while engaging with the interruptions,
as the interruptions only partially occluded the email, however this may
not be accurate. The passive interruption condition in Experiment 2 was
included to provide an interrupting situation in which participants did
not have to complete any additional task and could continue to think
about the email if they chose to do so. If participants did maintain a
representation of the email in working memory during the interruption
period, those in the passive interruption condition should have achieved
lower classification accuracy due to retrieving their potentially
degraded memory of the primary task goal over time, but shorter
response times, as their representation was not hampered by competing
task goals. Since there was no observable difference in performance
between groups, we cannot conclusively say that the two interrupting
tasks affected participant’s representations of the main task in working
memory any differently. This lends some credence to the memory for
goals theory, as the primary task goal decayed during the interruption
period, regardless of the type of interruption presented (Altmann and
Trafton, 2002). Increasing the length of the interruption should there-
fore impact performance more severely than the current shorter inter-
ruption, though the current findings raise questions as to the nature of
that impact (i.e., whether performance is helped or hindered).

Trials on which an interruption was present took approximately 2.15
s longer than non-interrupted trials in both experiments. This is close to
the amount of time (3 s) that participants were able to view the email
prior to being interrupted. Though an increase in response time and an
increase in phishing classification accuracy were observed on inter-
rupted trials, the interruptions themselves may not be the cause of these
differences. These differences may be attributed instead to how partic-
ipants reacted to, and after, the interruptions. It is possible that in-
dividuals were unable to gather enough information to form a judgment
about the legitimacy of an email in those three seconds prior to the
interruption occurring. Therefore, after completion of the interruption,
they essentially started the initial task over (i.e., rereading the email
from the beginning) to inform their decision regarding legitimacy,
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whether or not they maintained a representation of the email in working
memory during the interruption. Repeated reading of a text has been
shown to improve reading comprehension, particularly among the same
passage. Rereading of one passage does not necessarily improve
comprehension on a different passage, however (Therrien, 2004). If
participants did reread the emails on interrupted trials, this may explain
why performance improved on those specific trials. If the benefits of
rereading are passage specific, any benefits gained by rereading one
passage would not necessarily be observed on a different passage. This
may explain the lower accuracy on non-interrupted trials when partic-
ipants presumably didn’t reread the emails, as any benefits gained from
rereading on an interrupted trial may not be seen on an uninterrupted
trial that was not read more than once. Additional studies will be
required to further explore these possibilities.

4.2. Practical implications

The current studies suggest that being interrupted while reading
emails, with the purpose of classifying those emails as phishing or
legitimate, improves one’s ability to identify phishing emails, at the
expense of increased time on task. Even though accuracy improved on
interrupted trials, it is important to note that participants still missed
approximately 30% of phishing emails across both experiments. This is
extremely problematic, as one single missed email is all it takes to cause
an undesirable outcome. As noted previously, the interruptions them-
selves may not be what facilitated better phishing classification ability,
but rather how participants reacted to the emails after being interrupted.
Rereading the emails on interrupted trials may be the most effective
post-interruption resumption strategy. Resuming an interrupted task
goal requires backtracking, whereby people return to a previous prob-
lem state (Altmann and Trafton, 2002). Retrieving an intermediate state
in a problem space requires more specific priming than returning to the
original problem state. It is possible that simply seeing the email in its
entirety after the interruption was not specific enough for participants to
remember where they left off previously. Therefore, they returned to the
original problem state: the beginning of the email. Should this be the
case, cueing participants to where they left off on the email would
facilitate faster and more accurate resumption after the interruption
period, but would likely not increase classification accuracy. While
interrupting people during an email classification task is not necessarily
recommended, finding a reliable way to encourage the rereading of
emails, perhaps through persistent interventions (Sarno et al., 2022),
may help improve phishing classification performance.

4.3. Limitations

The current studies explore the impact of various task interruptions
on an email classification task in terms of classification accuracy and
overall response time. In this case, email classification was the main task
that participants engaged with, but there is some question as to whether
this is the primary goal of interacting with emails in the real world. It is
possible that the main goal of engaging with an email is to extract in-
formation, however that goal may change to establishing legitimacy if
certain characteristics are noted while reading (e.g., spelling or
grammar errors, requiring an immediate response with personal infor-
mation). The reason a user initially opens an email interface may in-
fluence their initial goal as well. Consequently, it is difficult to
determine the initial goal of reading email and whether that goal re-
mains constant throughout the event.

The present studies examined the difference between being inter-
rupted with a math task compared to a blank interruption box. It is
possible that the simple interrupting math task was not any more
cognitively demanding than viewing a blank box. Hodgetts and Jones
(2006) found that increasing the complexity of an interruption increases
the time required to reinstate suspended task goals, though any inter-
ruption, even a blank screen, is enough to increase resumption time
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relative to uninterrupted trials. Here we analyzed a coarser measure of
response time than resumption time after an interruption, so it is
possible that any between-group effects were reduced to the point of
insignificance.

We also observed that participants took longer to classify emails on
interrupted trials, yet were better at classifying phishing emails. We
speculated that this pattern might reflect participants rereading emails
following interruptions, but it is unclear whether this is actually what
occurred. Future studies will incorporate eye tracking measures to help
elucidate this finding. Williams and Drew (2017) found that even skilled
radiologists fixated on previously searched areas of radiographs after
being interrupted. As reading email is a task that a majority of in-
dividuals have experience with, it is possible that being interrupted
during this task will also impair memory for previously read areas of
emails. Observing fixations both pre- and post-interruption will allow us
to determine the extent to which people reread emails when interrupted.

4.4. Conclusion

Overall, the present studies have provided some evidence that
limited popup interruptions improve phishing email classification.
While this may be encouraging news, it is important to remember that
participants were nowhere near perfect at this task. When it comes to the
correct classification of phishing emails, one single missed phishing
email is enough to cause disaster. The goal is to elevate performance to
where individuals can correctly classify every phishing email every time,
and our findings may suggest a candidate pathway toward that goal.
While using interruptions as a means of improving performance may
seem counterintuitive, the effects observed here suggest that improved
performance may be less related to the interruptions themselves, and
more to the robustness of the processing of the email to be classified.
More specifically, the presence of interrupting tasks in our studies,
regardless of their nature, may have encouraged better reading
comprehension. In this light, the improved performance we observed
when interruptions were present seems a little less counterintuitive.
Classifying an email effectively requires that the content of the email be
well read and understood, and the rereading that task interruptions
seem to have elicited in our studies likely supports those requirements.
Future studies are needed to critically evaluate the robustness of this
finding and its potential to be utilized as a training intervention for
phishing awareness and classification.
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